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tV til HO) Oj-^g). Ajjr^. <&0ie|#^ ***H5" SL^S. ^ ^« ^ ^ 

tfM « «<H^ ^14. <£^1H1 & 

<>H o|AV ^SLS] *H^*H, iflJf- *1<S4| 4€- *13 « £^7l ^*fl 
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KASUMI^^iel^, UMTSCUniversal Mobile Telecommunication System), SBox7, SBox9, 
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MOBILE COMMUNICATION SYSTEM} 



QA- 2002/11/11 
^ y o v ^ {APPARATUS AND METHOD FOR CIPHERING IN 



5L l£ ^£fl 7l^oflAi 49}*} 3- SX^ KUSUMI ^3-^^-1: . 

£ 2a^r ^efl 7l^l 4= FOi^- #4 <« S^ltb 

£ 2b^r 7l^<Hl 4^ FOi'^f n^s) <« £*l^r 5^ 

51 4tt afl^V^ ilfe KASUMI 51^ 51^. 

51 5^ ^ ^ofl ^FOi^ ^Hl 51*m 51^. 



37-4 



^ 1020020061179 *3 2002/11/11 

<9> o>^n *fl lAfltfl A^iLiM^ t^lU *ll Ali^o.s. H>^^, iLCj. *1 

- ^Aljr ul ^ Ulojc^ A^i ^^-ofl 4a AlJl-i:^ 7l^^* 7fl^>7l ^ 

GSM(Global System For Mobile Conununication)*J]^<Hl 7}^ *fl 3 MM ^l^OJMTS: 
Universal Mobile Telecommunication System)^! 3GPP(The 3 Generation Project 
Partnership)^*^ 3 4*13<>-S. q& X**r€ <gJL^«8)3\ 

<£3.2)&(t9)°-3- KASUMI ^Jis^^-i- &<=t. 
<io> c ^ ^sfl 7l#^H ^ll^ZL KASUMI °^J1^## S^ltr £^°l^r. 

<n> ^-71 £. 1-8- KASUMI ^JLel^^r 8-^= slH^lKFeistel) ^» # 

- ^ <£jr Al^Bfl^S, 64^1^ 3|^aj j:(pi a i nt ext)l- o g^H 8*1^ #7im 
71^ 64*1 JM o^j^ajj^ C ipher text) 3. #^tr^f. 64*1 o^Ajjr^ 

32«m^ L0 32*1 iM R0 Ai^s. #^1}. ^, 32*1 3=^1 LO^lJl^ Aj- 7 1 

32*liM R0 X\s.^ 4^ 7fl^ FLi-^l-(l<i<8)(110,120,130,140,150,160,170,180)^ 
^ 7flSl F0i^-l:(l<i^8) (210, 220, 230, 240, 250, 260, 270, 280)<HH #7l zfz^ 
^l-ofl sfl^Hr zj-zj-^ 71 KLi(l<i<8), K0i(l^i<8), KIi(l<i<8)^l Sl*fl 

<y-Jls}-£H 64*1^ oj-jrsrj. ^1^1- #^trcf. 

<12> ^1-71 <£Jl3}- ^Tfl-I- ^l^-flS. ^^Jl*} 4 1 ^SLS)- #31 

1- <%&\Q 32*1^ IXHlSir ^ #*il FLPf(110)°lH ^ ^^-71 KL13}- 
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<3#SH *±3L L01» #3tt4. ^ #*fl FOPf-^lOHH #7l ^JlS]- L0l£- 

z^o} ^ #*fl ^Jl^I KOI 0 } ^ ?1 KIl°fl °q*fl 32*1 J= 2} L02 

#^t}. #7l ^ *d*A F01^(210HH #7l L02>OS^ #7l 32^1^^ RO^J: 0 } 
yfl ^^ fes]^- <3#i5H #5L3|-€ 64tilM #JL» 4^1, #7l KASUMI <£:ne1 

f^- 64*1 — #7l *fl 1 ^1°} 8*J ^2151- ^-§r ^4*> 

<13> 5. 2a^r #7l £ 1*1H FOi-^ #4 ^#3 °i afll- -£^°14. 

<w> av 7 ] 2a!- ^*V^, FOi^fe i*i*1) FO^-1- iWr I^S, #7l FOi^ ^K^flsl 
Fli J^;a#:£^l-(l<i<3<>lJL, l<j<3^14)S. 3^:711^ ^sS}- °1 

^^4. <^7]a^ i«l^ FO-^-i- <^1S *<H 32*1 no] Aljr^ z}- 

^- 16*1 ho} LO-tls^ 16«1S^ RO^lJlS -g-^£H #4^4. #7l 3^1 t l^§r 
16*1 LO^lS^ 16*1 #JL3-7l KOl.l^ tifl^ °1#*H 

Ll^lJll: #^ #71 Ll^l^fe FI1,1 A 1 ^^^(201)^1 ^1*11 16*1 *\*. 

sl-71 KIl.l^l- ^SS|-sl^ *1<3^ LlD^l^l- ^^l, 16*1^ R0=R1^1S^ *1 

^7lDl(10)* ^^V^i *1<S€ R1D#Jl«- ^, #7l ^l<^7lDl(10)^r #71 

RlD^lSl- ^l<gAl^ #71 LlD#JLSf2} #3 -S-711- g-^fe 

#7l 3#7ll ^ ^Tfl 21- ^ot^, 16*1 ho) RHKdJLfe 16*1 S<>1 <$3L$r7] K01,23f 

uflBj.^ ^el^ <£#*}<*! 12^.5.^ #^4. #71 L2#Sfe FIl,2^j±<£jLSHf(203)<>ll 
21*11 16*1^21 ^y. <y-^5}-7l KI 1,221- <y-JL53-5H ?]<£Q L2D<0J:l- t^^tf. *Jr^l, 
16*1 h<>1 RiD^ls^ #71 LlD^lSSl- MflB)-^ <£#* *M R2^1sl- #3*1:4. # 

71 R2^]^ ^1^7lD2(20)-g: ^1^^ R2D#^1- ^, #7l ^1^71 
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D2(20)tt #7} R2^X« ^l^Al^o.^ L2DAjs5+^ #3 ^ 7 1* ^H"- 

tH}. 3^711 ^ #31 3# 16^1 eo^ R 2D^lS^ 16W]ES] *\3L # 

31^-71 KOI, 3*1- «M3 fee^ <3^H L341JL-I- #7l L3^sfe FI1 ( 3^ w.^ 

5l3l-^-(205)^ ^1*1) 16«1 2=2} ^ #;£$-7l KI1,3^ ^J^sM *l<3^ L3D^1JL-I- #^ 
tbcf. tiV^^l, 16W1EO) R2D^l31^ #7} L2DAl^^ Hfll=H fee^ *H R3^13l» 

^71 R3*JJLfe ^1^7lD3(30)^- ^^V^i ^<^^ R3D^lJll- #3^=h ^ , 
4j-7l xl^7lD3(30)fe R3^l3L«- o.iM Aj-Ti L2D^ls:^ ^-7l 

1- S^tt ^"71 R3D^lJLTr L3D ^131^ R4^1 

J:* #3 ^^H, 16W1S R4 Als^ 16«1e ^-71 R3D=L4^1Jl 'S^H 32«lS^ 

<>KJl2|- a] J:(L4? II R4)* 
<15> 2=, Aj: 7 l F01^ Aj-71 A-^y oj-^5j.«.s.(201,203 ) 205)S^-B : | #33^ *1<£ 

51 *1<33*1 ^711- ^^1^7171 %■ 37fl^ x)<a7l#(10, 20, 30)* 

<16> £ 2b^ Aj-71 £ HAi FO'^f 4M1 <« ^ltt t^ 0 ^. 

<17> ^7} 5L 2b«- t^^^ , P0i ,J Mr i^*fl FO'^-1- ^Rr 3°-^, A o V 7l FOi'^f^r 

^ 7fl o) FIi . j'A-ly.oj.j : ^.w.s.( 1 < il ^soIji, i<j'<3ol4)S 3^:^^ <£Ji 

32tilEo| oj^ Aijr^ ^z}- 16W1S^ Lo'^Jl^}- 16tilSSl Ro'^JLS. 

<is> 16W1MO) 0133 -ilS. LO'AJJ:^ 16W1S^ A-^ti. koi ,14 tiflEH ^&|^ <g 

^V*H Ll , ^l317V ^cf. ^-71 Ll'Als^r FII' ,l'^ti«a-^5}-^-(211)^ ^ % Sl*fl 16*1 
e^I *\*_ <y-Ji2|-7l Kll.lSf ^J^SH LID'^IJljsL #^^i=l-. 16*UM og^Ai 
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2. R0'=Rl'4lJ^r ^1<^71D4(40)* RID'^J^V &t±. #7l LlD'^lS^ 

#7l RiD'^fe <3#*H L2'#Jl« #7l 16*UM 

RO^SRl'-ilJ^r 16t>UM A^ti <y-^7l KOI, 2-4 £#*H R2' ^1^7> € 

rf. #71 R2'#J^r FIl , ) 2 , Aitioj-^«.(2i3)oll ^ 16 *UM X\k 
tfi^ 0 ! R2D'#Jl« #71 R2D'#J:^ #7l SL2'#^^ ^ 

R3'#5L» MSb^. #71 L2'#^ 16 HUM ^ °J-«7l KOI, 3-4 tiflBl-3 
<a*V*H L3'413l* #^4. #71 L3'#S^ FI1\3'*U± ^^(215)^1 ^«fl 
16 «UM KI1.34 #Jl5|-sH *1<2£ L3D'#S# #3^4- R3 1 

Aljr^ ^1^7lD5(50)^r R3D'#« #3^+. #7l R3D'#:M. #7l 

l3D -a1J:^ tiflEl-^ 16^1 L44lJL«- 16^1 L4' 41 

16«1 S #71 R3D'=L4'^1J: <?1#*H 32«UM oj-j^ aIJl (L4 II R4)-& 
9> #71 ^#*V ti>^- ^ol 7 fl^£ F01 ,J ffe * 27fl^1 ^1 ^7117(40,50)^: A}-g-*H *1 

<3 Al^^ ^1<S51^1 ^S-irSl ^71* <a^l^^l4. ^, #71 4^ 711^1 FIi,H*- 

A>^>711 3$4. ^#^1 5d<^ ^ -§-^°l 31*8 3^ ^ 7 > ^ 

20 5L 3^ #71 5L 2a4 i 2b<HlAisl FH tL^SHM #*fl ^ A l^ v £^°14. 

Cr| 71 A-l ^ ^ Ol^fl FIl^jH #J<Sp?-» <^1S ^^^>J1^> 

2i> #7l £ 3^8: % V 2:*US, 16«mal -y^Al^^ 9tilE RLO^SL^ 7*1"= RRO^l^S. -gr 

SBox91^#7l(ol§> 'S91-B1- ^)(310)fe 9H1SS1 #2. RL01- °^*H 

7 lo) i>6\] gtJlE^ ai^s. Y0.Y1... .Y8* #^4- 
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<22> 0 „ x0x2 ©x3©x2x5©x5x6©x0x7©xlx7©x2x7©x4x8©x5x8©x7x8©l 

yl = Xl©x0xl©x2x3©x0x4©xlx4©x0x5©x3x5©x6©xlx7©x2x7©x5x8©l 

y2 = Xl©x0x2.©x3x4ffix0x5©x2x6©x3x6©x5x6©x4x7©x5x7©x6x7©x8©x0x8©l 

y3 = X0©xlx2©x0x3©x2x4©x5©x0x6©xlx6©x4x7®x0x8©xlx8©x7x8 

y4 - X0xl©xlx3©x4©x0x5©x3x6©x0x7©x6x7©xlx8©x2x8©x3x8 

y5 = X2©xlx4©x4x5©x0x6©xlx6©x3x7©x4x7©x6x7©x5x8©x6x8©x7x8©l 

y6 = x0©x2x3©xlx5©x2x5©x4x5©x3x6©x4x6©x5x6ffix7©xlx8©x3xB©x5xB©x7xe 

y7 = X0xl©x0x2©xlx2©x3©x0x3©x2x3©x4x5ffix2x6ffix3x6©x2x7©x5x7©x8©l 

y8 = xQxl©x2©xlx2©x3x4©xlx5©x2x5©xlx6©x4x6©x7©x2x8©x3x8 

[*T*M 11 

<23> ZEl-^(320)^ 7«1S^ RRO^lJl* ^^^V ^^wlS(Most Significant Bit,°l^> 

•MSB'51- WH 27fl^ ZERO(0)wlSl- ^7>*H 9*}1=2] M^=h S91<£^ 

71(310)51 9^1 — ZEl-¥-(320)^ 9«lJ= t^iL^r aflEH 

<^ 9*1 eo} RLl^lJlS -*7l RLl^l^^r 9WlE<q <&Jl5H KI1,1,2^ y fl 

<24> til^^l, TRl^f(330)^ ^7l 9H1S RLttJ:M MSB «1S # ZER0(0)«lS.^l ^^tt 2 

7fl£| -£1 :£€-§; ^lTl^H ai^s. M^tj-. SBox71^^7l(ol^(- 'S71'B1- 

W)(340)tt 7Wlm^ ^ 41 3l RR0=RR1» *M ^ <^1*H 2><^1 ^-g-^S.^ 

7 w]eo] Y0,Y1,...Y6^1S» 



<25> 



yO «xlx3©x4ffix0xlx4ffix5©x2x5©x3x4x5ffix6©x0x6©xlx6©x3x6©x2x4x6ffixlx5x6 

©X4x5x6 

yl «x0xl©x0x4©x2x4©x5©xlx2x5©x0x3x5ffix6©x0x2x6©x3x6©x4x5x6ffil 
y2 «xO©xOx3©x2x3 ©Xlx2x4ffix0 x3 x4 ©Xlx5©x0x2x5©x0x6©x0xlx6©x2 x6©x4 x6ffll 
y3 «xl©x0xlx2©xlx4ffix3x4©x0x5©x0xlx5©x2x3x5®xlx4x5©x2x6ffixlx3x6 ' 
y4 »x0x2©x3©xlx3©xlx4©x0xlx4©x2x3x4©x0x5©xlx3x5©x0x4x5©xlx6©x3x6 

©X0x3x6©x5x6©l 

y5 »x2©x0x2©x0x3©xlx2x3©x0x2x4©x0x5ffix2x5©x4x5©xlx6©xlx2x6©x0x3x6 

©X3x4x6ffix2x5x6©l 
y6 -Xlx2©x0xlx3©x0x4©xlx5©x3x5©x6©x0xlx6©x2x3x6©xlx4x6©x0x5x6 
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<26> # 7 1 TR1^(330)S1 7*lS #^^15:^- #7l S71<S#7l (340)51 7«im #^#31^ *\ 

±L «3-3L3M KIl.1,14 «M3 S^^M 7tilS RR 2 #JLJL #3^. 

<27> SBox92<d^7l(ol^ 'S92'e1- ^^)(350)fe 9*lJ=5] a)Jt RL21- «93*M # 

7l o) <^*j-ii i>ofl 9*1^5} Y0.Y1....Y8* ZE2-!f (360)^ 

7«lS2l RRl-tl5L# <a^i&a> 2l#^*l S (Most Significant Bit,°l^V ' MSB ' 2} ^^l 2 
7flS] ZER0(0)alS» ^7}«H 9*1 *M #7l S92<£#7l (350)5} 9*lM 

#^#:M- #71 ZE2^-(360)5l 9*1 J= #3#51fe «M3 fee^ <£#£H 9*UM RL3^1 
IS #^*Vuf. #7l RL3^1Jl^ TR2^-(370)^ #7l 9*1 S RL3#JL5l MSB *lJ= ^ 
ZER0(0)ym^l ^^ltb 27fl5l Alstt ^lTl^H 7*lJ=5l Ajif #^^4. 
SBox72^#7l(ol^} 'S72'el- 3#)(380)*r 7*1^51 #S RR2=RR3» <^*H #713 

<^4Vai 2 >ofl 7*lM5| Y0,Y1,...Y6#^« #7l TR2-^(370)5l 7 

u]e ^^Ai^sq- #7l S72<£#7l (380)5} 7*1 M f^Ai^ aflBl-^ fc^^- <£#£H 7*1 

— rr4^iss 

<28> ttj-sj-^, #71 FIl,l<HtiL#£SH L fe ^ V7 1 9*1^5] RL3-RL4 #Jl5}- 7*1^51 RR4-& 

#*M esI <&Jl:5|-£ #JL(L4 II R4)S- 

<29> ^-71 ^#«]r *>5}- ^ol ; ^-71 S91 < a#7l(310)sq- S92<S#7l (350)^ #7l <^«H 

l>ofl <qsfl Y0, Yl,... Y851 f^Ajif ojjix} feSl# <£#4 «M3 <3#* £ 

^>^o.s. SEth #7l S71^#7l(340)sq- #71 S72 < S#7l(360)fe #7l <^*H 2> 

ofl ^ Y0. Yl,... Y651 #^ #Jl» ^71 3}*fl fcSjS- <3#4 fe^^" 
£*l-3 o.s. ol^^lc(-. ^, <g #71 <^*H 1><>)1 trfsl- <^«h^l 2>ofl 5l*fl 

^H^-S. ^ <&3L$-°\) tit^r <£# ^Sl ^£7> ^Sl^r S"*I3M 

37-10 



1020020061179 <M °^> : 2002/11/11 

3L*L ^"71 S91^7l(310), S92^^7l(350), S71<3#7l (340) , S72^^7l (360) ^ 
<&&^ ^ iHS^Hr Tflo] e *l<£( ga te delay)JlS °l*fl 
(glitch)^ «8=ol ^7HKr &*H3H 5^4. 

<so> ttj-ej-A-i, £ j^s^j <y-j7e)^ ^sHrt-fl 5U°H, 3^ 



s.^^-, 7^ol7> 2n°l w]e 1^ <y^*H ^°17> 2n<?l ^31^- u)*L <g5L #^ 

o] ^lioj^ u]e <£-g- ^o] 7 ]- n<?l *fll ^ ^2Aiw.tilE 2n9l A2 

y]E <g-§- ^o] n o] ^13 ^ ^U^S-tilE ttS. ^-^H, ^7l ^llAiti.HlE <g vfl 
^-71 ^4Aiti.tils <g z]-^ 2^7fl^) ^Sl- *|*H ^ ^°l7}- 2n<y #3:^ *li= 

<is, #^^>fe ^5]- ^^^l 
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^ tii*fl ^*fl -S-t 1 ^^ ^ll^Sl- 2S.(KQi,i, K0i,2, K0i >3 , KIi,l> 

KIi.2. KIi >3 )<fl $n #JL^J1S*| n*l ^u°j-^ «m 1^ * ^ 

7}*}JL 7\}2<#3L& «1M Qj o. aftl^S* 4^4, 

<35> #71 21119J-JLSI- 4*<H 3*fl #33^ 7 J°l7> n°J ^l«g-^ WIS #?1 ^ 

914 tifl^ feSl^- <£^M *U<3# H l^ #3*>2, # 7 1 

Sj. 4;§ofl ^ #^£lfe 2°l7l- n «a A2<£3.$ tilS l^tr #71 ^4AltiwlH 9J4 tiflB}- 
*\ feel^- *fl2<£# tilS *£-§: #3*Hr «3# 4^4, 

<36> #71 *Hl<S# WIS 14 #71 7>^1^ #71 *H2<3# ^Jl^- 

^S #7l 2^711 £1 ^ ~ *i*tl ^JL^* fl«fl -8-^3 ^ 

^12^« S-(R0 2 ,i, K0 2(2> K0 2>3 , KI2.1. KI2.2, KI 2>3 )°fl 5l*fl ^1 
*13<M 4^ ^ol7> ^3^^- tilS 14 ^H^Sl- «1S It f *U2<& 
Jls|- 4^ i^^r ^-^^-S tb4. 
<37> #71 tt ti>4 ^ ^#*>7l % >0 J:€ £ 1^ *W ^ A H1^> 2°1 

7> 2n<?i *fll<y3 tils 1-§r ^ol7> nil *Hl £ *H2^StilS 1#S §t^, 2n9i 
*)12^ tils 1-gr *H n9j ^13 ^ ^U^iStilS 1#S M^, #7l *fll^StilS 
1 vfl^l #71 ^HAiStilS 1 2^:^51 ^-J:^ £*H| Sl^fl 2n9j <&Jl2|- 

«1S is #^*Hr #*H £M A 1. 

<38> #71 ^llA^StilS 14 #7l ^12^SW1S 1# <a^*M #7l 2#7]1 Si 

^fl ^Sj-S ^l«fl -S^fe ^ *H1°J-Jl5)- 22=(KQi,i, K0i >2 , K0i i3 , KIi.i. KI 
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1,2. KIi, 3 )«fl ^*fl #3LS^i>.5L*| ^°1?> n9l AlVS.^ ^ * ^ *1 

#7l ^l^SH*-^ ^*fl t^^r ^°17> n<£ ^I^Sl^- «m #71 *{|3*1« 

<g 4 tiflB}^ ^ei^- <a#*H *Hi<S# #3-3- «im 1* #7i 

feel^ <3#*H ^I2<a# 1-1: #3*}tt <£^Pr^, 

#71 *1U<£^ ^SSl- wis ^ #7l ^ XJo§ S-i: 7>^lfe ^71 *112<2# 
WIS. «g^*H #7l 2^711^1 ^S-S}- £*> ^ ^- *d*fl ^*fl iL^sl^r ^ 

*2#£*|- S-(K0 2 ,i, K0 2 ,2, K0 2i3 , KI 2 ,i. KI2.2. ^2,3^1 

*13H*1 AAQ 7 J°1 7 > n^l *H3#Jls|- wis <I4 ^H^ssl- wis *U2# 
jLSHf-I- 2.^* 



^ ^ o. ^c]cf. 1121 ^#Sl^ ^t^- £ 7 1^* JUBjl&H ^ 

<^ -g-^»SAi o]^ Al~g-*>, £-g-*}£| sl£ 3^ #31 ^ 4^ ^ 3 
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wfl ^ ^-ji^Kr ^Ji^^M. a*V, f9^ ^€ 

i> £ 4^ ^ ^r^^l^ ^l^V3i KASUMI ^ui^-i- ^, ^oM 

H 4*lH^, 64*HM 3g«-Al^( p iaintext)l- ^^Jl 1 <&2-#7] , A 2 <$3Ll%7} , 
4 3 «y-3:5|-7Hl ^sfl <£JlS1-SH 64^1^^ ^JisHl^Cciphertext)-!- ^, # 

7l 64^1^0) i|^-a1 ^(plaintext )fe l^^r 7fl^| FLi (1< i ^8)1; 

(410, 420,430, 440, 450, 460, 470, 480)^H sfl^Kr A 1 ?1 KLi(l<i^8) 

^ 7fl ^ SLIMF0i^-(l<I^4olJI, o]*\ '^^FOi'Sl- . 510.520,530,540)^ *fl 

ifr^fc A?**) tfM" 71 K0i(l<i^8), KIi(l<i^8)ofl oj-^£|ol 64«UM #JL 

5j- ^Jl# 4^1*1 ^71 ^jH^ #Cl ^13°-^ ^S}^} tt. 

14> #71 64*1 e£| sg^jL ^ 32*1 iM LO^lJl^r FLPjK410)<HH ^ *fl 

l^«7l KLH 51*11 ^J^H Ll^lSl- #3tt4. 1^F01^(510)o)H #7l LUlJH 
^ #*fl *« 2 ^iL^l K01S}- ^ ^1 3 71 KIH ^1*11 ^71 

^Sl-^ Ll^lS^r 32*1 JM RO^IJ:^ ^#*V^ SRl^lS.1" #3^. ^ SRI^IJl^ ¥ 
*fl 2 91^^-71 K0221- ^ *f| 3 71 KI2°fl 2\n VS.^*] RUl^l" # 

^"71 Rl^lSl^ FL2^-(420HH ^ ^^fl ^ 1^^-71 KL2^1 5l^ ^sj-^l 0 ! R2 
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#s^cK #7l -tls LO^ #7] R2#S.^ «M3 feslt <3#£|<X L2=SLH1 

^71 L2=SL1^1S^ FL3^(430)4H Afl *fl l#JLS|-7l KL3^1 ^ <&S.sW°\ 

L3^1Jll- ^F02^(520)*1H #7l L3^1JL^r ^ #*fl XI 2 ^JlSH K034 

Afl XI 3 «£3l3J- ^1 KI3011 ^«fl #:§:3!-€4. >*7l ^Jls^ L3^1Jl^ #7l SRl^lS 

S]- <3#*H SR24131* A o v 7l SR2^1Jlfe vll 2 <£Jl5*7l K04^ HI #*fl 

*fl 3 <a-5l^- 71 RI4<H1 21*11 ^JlSI-sH R3^1Sl- M*th ^-71 R34l5^r FL4-*f(440) 
ufl ^^fl 1<£Jl2|-71 KL4^1 £1*1] ^JlJ^M R4^1S1- ^7l R4^1JL^r 

^7l L2=SL1^J-^ L4=SL2#J>iiL #^€4. 

5> #7l L4=SL2^5l^ FL5Jf(450)4|*1 tHS ^*fl XI l^^l KL5<^1 2l*fl oj-Jr^-S) 

<X L5 #5.3- %r^&^. ^FOW^^M #7l L5^]Jlfe 4^ XI 2 <&SJ*7] 

K052}- 4^ ^*fl ^1 3 <£3L$ 7} KI5X1 ^*fl <a-S5j-€4. <&2.&& L5#Jl^t #7l SR241 
3L9± <£#*H SR3VS.3. #3 €4. ^"71 SR3#5l^ ^ XI 2 <£JlSM R06^ <X 

3 XI 3 7} KI6<H1 51*11 ^Sl^^H R5^15l# #3 -*7l R5^1il^r FL6 

Jf(460)°1H ^ ^ XI l<£Jl5l-7l KL6ofl 21*11 #3l$-£M R6 ^Is:* #3^. #7l 
R6 ^7} L4=SL2^1^fil- *m*\ <2^H L6=SL3^1S1- #3 

t?> #71 L6=SL3^1Jl^ FL7^(470)4M X| 1<&2J*7] KL7^1 2l*fl 
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5[S\°] L7^S, ^F04Jf(540H*| -#7} 17 ^S.^ *fl 2 <&S-1% 

n K07 'A ^*fl A 3 7l KI7^] ^ ^Jis^ L7^1JL^ 

SR3-ilJl^ <3#*H SR4#JL3L -S-71 SR4^1Jl^ #*fl *fl 2 «&3lSJ-71 K08 

4 <*jg ^*fl A 3 71 KI8^1 2\n QS-^Q 6 ] R74UL-& M FL8^-(480)^1 

*1 4>7l R7#JLxr <*|g A KL8«11 ^«fl ^Jisj-SH R84lJL«- 

#7j R8 #3^r ^"71 L6=SL3S1- HflEl-^ ^51^- <2#*M L8=SL4 ^IJll- i^W. 4^ 

, 64W1JM ^^IJL^r 87fl^l FLi^-(l<i<8)#(410 ) 420,430,440,450,460,470,480)^- 4 

7fl £) ^^ F0 i«-(i<i<4)-i-(510, 520, 530, 540 H ^*fl <£Jl3|-£)<H 64«lS.S] #;£5H1J[. 

(32«1S SL4#Jl II 32*1M£>1 SR4^1Jl)S #^^4. 
< 48 > 51 5fe ^ ^*fl 4el- ^7l £ 4olHsl #^F0i-¥- ^Ml 51*1?!: 
<49> a o v 7 ] £ 54 ^-S*}^, ^"71 ^FOi^ i^^fl ^filW* I^Hr 3 AS, ^ 7fl 

51 FOiJf* ^JL^}^ ?H4. <^7Hfe ^ ^fl ^FOi^-fr 

Aj. 7 l ^^ FO i«-^ ^ io^-j^w-cI F01°J-:£SHM501)^ A 2 ^Jls^ F02^5l-^- 

(502)3. ^^4. ^7} A 1 "^SHf FOltfJLSHKSOD^- #7} A 2 <&3L^ F02<&2. 

£Ff(502)^r AA FIi,j^a. 0 «Sl-^-l-(l^i^2olJl, l<j<3H 31*11 AA ttA$\ # 

<50> *fl i oJ-3i2).«-ol FOl^JlSHfCSOl^H, 32^1 EO^ o^AlJri^ t£ 40HA-I 

a]S 64^1 ^S\o] <im$. 32*1 e£) L0413L-I- ^ #*fl 1^X51-71 KLlofl ^*fl # 
JlS^ -tULolcf. #71 <g-;£3^ #J1^ 16»1 h 21 L0=L1^1S^- 16«lS^ RORI^IJlS & 
igS\o] <a^^cf. 16«lS2l L0=L14lJL^ 16 alM^l 31 ^ ^SS^l K01.H 

tifl B}.^ feE i^- ^AfsH L241JL-I- #7l L2#Jl^ FI1,1^«#Jls1-^-(511H 
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*\ 16^1 hs] % a}*. ^Jr^-fl Kll.l^fl ^«fl ^Jls^H *1<3€ L2D^Sl- #^tb 
4. 16tilS^ R0=R1^^ ^1^7lD6(600)» *1<3€ RID^IJl* ^ v 

7) RlD^^r #7] LlD^lJLfe Hfl^ fee^ <3#isH L3^1Jl» #^tb4. W 
R0=R1^3l^ 16 tJ]SSl ^ w}*fl A^ti. <#J:S|-7l KOI, 22} R2^1^ 
# R2^1^ FIl,2Al^i^(512)^>H 16 « ^a. oj-J: 

3S|-7l KI1.24I Sl^fl SKM-sH *1<S£ R2D ^Jl* -*7l R2D^]Jl^ #7l L3^1 

Jife Bfli=H feE)^- <£^H R3 41JL« #3 Stb, ^71 L3 4lJ^r 16«m^q 4 

A^ti. <£jL2|-7l KOI, 3^1 L4^1JL# #3^. #7l L4^]S^ 

FIl ( 3^ti.<a-5:Sl-^-(513)^^i 16wle^ 4 «i^fl ^ti. oj-jr^j KI1,3^1 ^*fl ^JL^H 
*1<£^ L4D^lJll- °H, ^ v 7l R3^1Jl^ x)<£7] D7(620)^§: 

R3D^3ll- ^71 L4D^liLfe <#7] R3D^1^^ aflEH fes}^ *H 16*1 

<5i> a(| 2 ^Jis}-^ F02<a-5.Sl-^-(502)^Ai, <y^Als.^ ^-71 5. 4«fl*| °g 64^1 

e ^ <y^^ 32«1S^ R0^1^°14. #7l R0 16*1^ LO'^IJ:^ 16^1 

eo^ Remiss. #7l LO'^lS^ #7l 16^1 S.^ L54UL^ HflE}^ 

^ c^aJ-^ L6^1^# ^"71 RO'^lSfe ^-71 16*1 iM R3^1^^ *M 

^ o^a>^>^ R4^J:«- #^4. ^71 R4^1Jl^ 16 tilEo] ^ ^jo oj^sj- 

71 K02,l°fl ^*fl tiflE}^ feB}^ <3^M R5^}Jl1- ^7l R5^1Jltt FI2,l*m 

«a-JlSl-^-(514)^^ ^ A|tL <y-s^-7l KI2.H ^*fl ^Jia^ 0 ! R5D^lJll- 

^7\ 7)<£Q R5D^lJLfe ^"71 L6^1SS1- «M3 ^s]^ o^-g- *}<*| R6» 
#3 tb^. ^, ^7l FLl,3Ai«.<a-S2|-^-(513)^- ^7l FL2,l^w. ^3151-^(514)^ 
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7l^7lf A]~g-<5}*1 <$JL #7] #5. R64J:M ^-7]«- <£*H ^-8: ^"71 

#^ W. L7*\S.tt FI2,2^«. , g-S:^(515)^^ 16*1 S3 ^ — 

KI2,2°fl cqsfl <y-jL5]-SH L7IK!3l» #7l R6^1^fe *1 <d7lD8(640)^: 

Jg-a^igAi R6D^lS* #§^4. ^"71 L7D^lS^ #7] R6D4JJL^- «M3 *r*M^ 

o^aV^. ^ L8-ilJl» ^7l R6^1Jl^7 16*1 i=3 aJ| «i*fl A^ti. K0 2,3 

^ HflBl-^ ^e)^- <3^*H R7^JLl- ^71 R7^!JL^r FI2,3Aiti.<a-5lS|-^-(516) 

<%*\ 16 tijE^ 4 A^ti. <#J:S|-7l KI2,3^1 3*fl *1<3£ R7D ^1J:«- #3^. #7l 

R7D^]31^ #7] L8t±3LQ «M3 fesl^- R841JL1- f^4. 16«1S 

L8^^1^ 16*1 — #7} RS^S. 32*1 <£jr^. ^ljr ( L8 II R8)« t^W. 

<52> ^-71 w>2f Qo] ^7] ^FOPjMr A J-7l F01 < a-^^(501)7V 16*1 S^ 

3L2\- 16«1M^ RO-tlJll- ^aH t|l ^^>JL, #7l F02«g-S^-¥-(502)7> 16*1 S3 L0' 

^1^^- 16*1 RO'^IJlI- Htl ^, ^7l 

7flsl ^FOi^fe 64*1 S^l o^Aijr^ ^t5}H 32*lS^ LO^Ul^ R0 ^1JL# ^Hl 

*jt <?!^Rr ^^J- ^£7} ^7^>7fl #7>*>7fl ^4. lEtt, *jft <3<*F# 

O^, x\<£Q A]X^f *1<£3*1 ^ 41 :M ^7l# «a^Al7l7l fl*H ^^H^S. A> 

<53> t= 6 o. Mj-^ofl 4^ J&7] S. 5*\}*]2) Fli.HS^SLSHr- ^Ml ^it 5*1 1!: £ 

igolrq.. o^7lA^ #71 £ 5<*M ^ ¥i*i| FI 1,1^-^-^^(511)* ^l* #°1 
A. 
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4> #7} S. 6-i- %^\^. , %7\ % *J*I| FI14^#JU^f(511)fe A 1 ^-SL^W 

9\- A] 2 ^jM-^fs tH3«**. A 1 tf:M-£W*IH . 16*1 «93 9*lS 
RLOil^ 7*li=L RROilJLS- ^-^"€4. SBox91^7l(ol^ 'S9V^r 3#)<710)fe 9*lM 
51 *\3L RL0# <a^*M *>7l^ <^«H 3><Hl ^-g-^S.^ 9*1 iM 4JJl«; 

Y0,Y1,...Y8* %A. 

55> 

yO = (^x2)®x3©(xZ36)®(x5x6)©(x03rt)©(xl^)©(x2^)©(x4x8)©(x5xB)©(x7x8)©'l'; 
yl = xl©(x0xl)©(x2x3)©(xOx4)©(xlx4)©(x0x5^^ 
y2 = x i©(x0x3)©(x3x4)©(xQx5)©(x2x6)©(x3xB)^ 

y3 = X0®(xlxz)©(x0x3)©(x2x4)©x5©(x0x6)©(xlx6)®(x4x?)®(x0x8)©(xlx8)©(x7x8); 
y4 = (^xl)©(xlx3)©x4®(x0x5)©(x33fi)©(x(lx7)©(x6x7)©(xlx8)®(x2xB)©(x3x8); 
y5 = x£©(xlx4)©(x4x5)©(x0x6)©(xlx6)©(x3x^ 

y6 = x0©(xZx3)©(xlx5)©(xZx5)©(x4x5)©(x3rf)©(x4x6)©(x5x6)©x7©(xlx8)©(x3x8)©(x5x8 
y7 = (tfxl)©(x0x2)©(xlx2)©x3©(x0x3)©(^ 

y8 = (Sflxl)©x2©(xlx2)©(x3x4)©(xlx5)©(x2x5)©(xlx6)©(x4x6)©x7©(x2x8)©(x3x8); 

:56 > ^, #7} S91^7l(710)fe 9*lS X0.X1 X8^r <^*H ^#(and TlH 

e <gA>)ofl 3 <a^>JL, «M3 ^ 9*1 M 

a}J: Y0.Y1....Y8* ZEPf (720)tt 7*1 M^l RR0^]S# 

• (Most Significant Bit,°l«fr 'MSB' WH1 27^ ZER0(0)*1M«- * 7 }tiM 9*UM ^] 
Jl« #3t!r4. ^71 S91^^V7l^(710)S] 9*1 S #^3Lfe ^"71 ZEl^-(720)^ 9*m # 
^Al J:^ «flB^^ fcBjth <S^£H 9*1S^ RLl^JlS RLl^lSlfe- 9*lH^ 

A-^ti. KI i,i,2S4- «M3 9*1 RL24JJL1- ^71 

9*1 MS] RL2^IJlfe 31*1 dztf 1(800 H 
< 57 > ^A]ofl, SBox71^^i7l(ol^> 'S71'e}- 31 $0 (740)^- 7*1^^1 <3 3 *[3L RR0=RR1» °d 

*}7)2] <^«H1 4>°fl 7*1£^ Y0,Y1,...Y6^1S« 
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<58> 

4] 

<59> ^, ^-71 S71<£^ 71(740)^ 7*1 M ^iiL X0.X1 X8-§- fes]^(and TlH 

j= c^A].)ofl :g-jr^ ^ ^^>^-, «M3 ^1 7*1 M 

Y0.Y1....Y6S- TRPf (730)^ <$M 9*U= RLK1JL3 MSB «lm ^ 

ZER0(0)*lii°fl 3*lt!r 27113 ^171§H 7*1 ^3 ^IJll- ^71 TRI-t- 

(730)3 7*1 2= #^ ^1Jl3 S71^^V 71(740)3 7*1 ^ti. <£Ji3|-7l 

KI1,1,14 tiflBl-^ feej^- <^^H 7*1 M RR2 #^th=h ^"71 7*1 J=3 RR2 A] 31 

efl^lr^Bl l(800)4| ^1 ^^T=f. ^7l 9*1^3 RL2^1s3- #7l 7alE5] RR2^1S# 
^71 31*1^31(800)^ ^H^-C^- ^Afl^«1|^fe £.^1^1 8^§-)3.-¥-^ #3 
1(CLK1)^1J:7> ^17>£]^, ^aHI zfzf 9*1 — RL241-&3- 7*1 e RR2^1JLl- #3 €3-. ^3- 
*1, ^-71 ell *1^3 l(800)£r ^"71 S91^^7l(710), ZE1^(720), TRl-*f-(730), S71<£^7l 

(740)3 ^JisMHHH iH^fe ifl^M^ #3 ^7l# 3^-8: 
<eo> ^1 2 ^SL^S-ft^iMM , SBox92^-a:7H 0 l^> 'S92'3 ^)(750)£r #7l $}x]^B\ 

l(800)S.-^-Bl 9*1^.3 RL21- «g^*H ^ v 7l3 <^r^ 3>^1 ^-g-^S.^ 9*1 S 

3 ^1^1- Y0.Y1....Y8* ZE2^(760)^ #7l 31*1^31(800)31^ 7 

*1M3 RR2^1Jl# HIM (Most Significant Bit,°l*} 'MSB' 3" ^^)°\] 27fl 

3 ZER0(0)h1es. ^7}t}<^ 9*1^3 #^tt3". ^"71 S92«g^V7l (750)3 9*1 e ^ 
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3*1 ^ #7l ZE2Jf(760)£) 9«1M #^^JLtt «flEH9 9^15] RL34JJL 

S. RL3=RR4^1S^ 31*1 ^ 2(820H 0 J*1 

<6i> -§-*H, SBox72^-tV7l(ols> 'S72'el- ^)(780)tt 7«lS^ ^11 RR2=RR3l- <9 

^7]^ <^*1 4><H1 7«lm^ Y0,Yl,...Y6Ajsl- #^tM}. ^1 

RL3^15l^ TR2-¥-(770)4H 9«1 B. RL3^ iL^ MSB ^ ZER0(0)t>l M°ll 31*1*!: 27fl 

5] Al^tf *fl7i*H 7tilES] #^*b^. ^-7) TR2^(770)£] 7«1S #^ ^Jx^- 

^-71 S72<3 ^71(780)^1 7«1S #^^151^ ^3^" 7^1 E RR4 *ljl# # 

-#7] 7«1I2] RR4 31*1 2(820 H <y*l ^^t)-. 

<62>. # 7 ] 9H1S21 RL4^15li4 Aj-7l 7«1 RR^JH" #7l 31*1 2(820)£r A 

<^ tg^^ofl^fe 51*1 *}*1 S^-gOS.^ #3l2(CLK2)^lS7> ^17>51^ ) ^-*H z}z}- 

9*1 M RL4^1^51- 7«m RR4A1^1- , #7l 3l*1^2(820)£r S92<£ 

^71(750), ZE2^-(760), TR2^-(770), S72<£^ 7l (780)^1 ^saM-^ dftx\ ^*Rr ^*1 
^l 4^ *^ ^7l# ^^>§- 
<63> ^^tt «V^- ^"71 S91<£^ 71(710)^1- S92^^V7l(750)^ ^^A] 

#7] <^«M 3>^1 ^ ^e^^# »8! Ji , uflEH fesl^- <S*J;SH 9«ls *IJi 
Y0.Y1....Y8* SE^r, S7 l<3*>7l (740)^ #7l S72<a^7l (780)tt #7l <^ 

*vai 4> ofl s^sfl fee)^g- tgl <£^}Ji, HflEH ^Bl^- <£^H 7«llM yo, Yl,... 
Y6^1 #^tbtf. ^, <^*1Jl1-* #71 <*r«H 3>4 <^«H 4><^1 ^-g-^S.^, ^el 
^ ^^r°l ^1 ^Sj- ^e) ^517> ^Tl^-Tll ^7}-8}?\) &t)r. 5Eth #71 

31*1^1(800)^ 31*1^2(820)-!- *l-g-*M #^ -g-71* n ^£S *j^tb 

3* AJ^« #^*>7ll 514. 
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^ ^HM^l tbH ^ ?W 7}^-^ #^^14. 

^ « s v^o} ^HH ^3*1 ^^J: °> 

qe}. o] jl^^s] ^<q- ^--.^v 7^o\] ^«fl^o> ^-4. 

<66> £ ^£r, cy^s,^ ^lJL#-§: ^ vfl^- All ^Sl #JE<i 7> 

*m 5a tf. JEE^h iflJf ^ *1<££ -sljl^- ^l^l ^ 

^ ^^Ml #4i*H ^ ^-8-^°l 147} &i=h 

^ A>-g-.2.3. ^^VWl-g-* ^#*Rr 5L^-7> &t}. 
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1] 

^o] 7 > 2n^l ^fll^ HjE 7jol7l- n<?l *fll ^ 7)12*1 SWlS ^^KlL, 

^°1 2n <y *fl2<^ «lS l^g: *i°l n o] ^ *H4*|SWlS <H"S , afll 

a^wIe # 7 ] *)l4*lswls ^ z}-^ 2^:^15] <#J:S|- ^*H1 ^*fl ^°l7> 2n^] 

<&3L$t *1S <1S #^*Kr QS.^ y o v ^°11 

#7l ^fllA^alH ^-71 2fl2*|SWlS <g^- ^>7l 2^]^\ <£Jls1- ^ 

^ 3* ^SHt ^*tt -2-^^ ^ ^U^Sl- S=(K0i,i, K0i >2 , K0 1)3) Kl!,!, 

^ 7}7]i ^2^51- wis <^ #^§>^ ^1^31 §1- ^M^, 

#7l ^1^5|- ^HH Sl*fl #3=)3r 7 J°l7> n<?l ^l^SsV WIS #7] *\)3*\ 

5j- ^ofi 5l«fl #^Sl^ ^°l7} n^l 2fl2<£:M- wis ^ >a-7l ^UAiSalS <g3)r »M 
21 fesl^- <£^H *\]2<mV ^JlS} wis <g^- #^§>^ <£^V 

^-71 *)U<£^ ^51- ti lS 14 ^"71 ^ *1<S 7\*)±r ^7} *ll2<S^ <&S.5)r 

wis <i* <g3*H ^-7i 2^^si ^ ^ «i^n <y-jLs}-!- fl*n -3-^3^ ^ 

^12^5}- SJ=(K0 2 ,i, K0 2 ,2, K0 2>3 , KI 2 ,i, KI 2 , 2 , KI 2;3 H ^*fl #JL5}*J-ils*l ^ 
*13<*IM AAQ ^°l7> n<y *)l3<£Jl2l- WIS 14 *\W#2L$- wis <t^§: #^*Rr *D2<& 
JlsV 4^ SL^&^r ^-^-S ^7] U^. 
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2] 

^-71 ^lAlti.tils <!-§• #7] ^fll-y-JlSl- ^ KOi.i^ fe^l 
c^AV^Jl, ^7l tiflB]-^ fe^ ^ <£^H1 4^- #^ *1S ^l^s}- 3£ ^ 

KIi ( i«fl ^l«fl ^fll^Jlsl-^ ^ #7l <£J>3H1 rcfs. ^3 Al^nV^-ol xl<3£ ^71 ^I2^ti. 
ulM <M# wflm)-3 fesl ^ <3^H ^ll^IJil- #3*Rr 

^"71 ^12^ w-wls. 1* #7l ^ll^Jisl- an ^ KOi^^ fe3 ^^Ji, 

^-71 tiflBH ^5] ^ <3^1 #^ «1S 11- ^"71 ^l<a-X5|- ^ KIi >2 °fl 21 *H 

^2<a-5lS|-t!: ^ ^"71 ^l^lssf ^ <mv-s}<*\ ^7] ^fll^ <y-Jls)- «1S 1 

afll-tiM 4 V 7l ^11^-3151- 3 IE. % K0 lj3 4 «M3 fe^ ^ ^^K^, 

tiM^ ^3 ^ Si-M 4^ #^ *ls 1-8: ^-71 ^l^-Jisi- as. # Kli f3 ^ z)n *\)3 

<&3L^ ^ >8"7l <3-Jl3H Al^fo] ^-71 *lll<3^ ^JlSl- «1S 1 

-g- sflEf^j ^- <£^H?H ^-71 *H2<3^ win <g-g- #^s>^ S.^-^ 

S-^J ^"71 

3] 

%7\ *)U<3^> <&3L$- «1S #7l ^12^5121- ^ K0 2) l3l- «M3 fe^l ^> 

<S^1^1, ^71 «M3 ^3 ^ <34HI #^ «1S 1^- <#7] H]2#3L$[ ^ 
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KI 2 ,i°fl ^*fl ^U'&JLsl-*!; ^ #7l A]2^ ale ^ aflE^^ fes] ^- <£#*H 

2)12^ JL» #3*Kr #314, 

#7l *fl2<£# HIM <^ #71 ^2^5}- 3E ^ K0 2 , 2 4 a M3 ^ 

<£#<5}JL, #7l til} E} ^ fee} <£#^1 ^ #^ 1# #7l ^12^51- ^ 

KI 2> 2°fl ^ -^-^1 4€r *1<£^ #7l *\]2*\3L 

aflEH fee] ^- <a#*M ^13^3121- #^Kr #7414, 

#7l ^12^2.1- #7l 2H ^ K0 2 , 3 4 ti H43 ^ ^ - V ^' 

yflE^ fe Bl ^ o^Xhofl Of^ #^ «1H <g.g- # 7 1 *H2<£JL5|- 3^ ^ KI 2 ,3°fl *fl6 

^Jis}*!: ^ #7l *)l3<y-J:2}- «m 14 «M3 fe^ ^ <S#*H #7l *)14#J:4 wis 

#^<5Kr #7fl* S^-^ ^JlS *>fe #71 y o V ^ • 
4] 

*)13%M1 $X°]*\, #7l *fll ifl*l *H6<8-5L3Hr, #*fl #J:4 ^Tflsq- ^ 

A-lS <a-5l5> #7113. ol^ol^nl, #71 ^ i£*fl *|S #7)l3-*f El °1 #^1"4 #7l 

if A^jd <y-JlS> #7fl<2l #=11:* *i#^r if X[^d\] ^X\d\) 

S-^^S *Vfe #71 

[^T 1 * 5] 

^H^Hl £M^, #7l 3} ^*fl #^4 ^314 " ^ ^ ^ 

fe ^ol7> 1691 «1S 1* ^^-^-S. «H ^ol7> 9^ HIS 14 ^°14 7H1S^1 HIS <g 
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S. ^\ ^°17> 9tile<y tils 1* *>7l <^*H 5>°fl 3-8-^3*1 &<>]A 9 

ti ]Eol oj-^s}. aim <g-g- ^71 ^ol7> 7tilm<?l tilS. <g^- sr>7l <^«M 6>*fl 

3 o.^ z}o] 7 \ 7tilSoi oj-jr;^ tils <go. ^s^i=. 3}^ i^-f-a: 

3. *Vfe ^71 U-^ . 



yO = (tfx2)©ri©(xZx5)©(x5x6)©(x0x7)©^ 

yl = xl©fe0xl)©(tfrf)®W)x4)©feW 

yl = xl©(x0x3)©(x3jd)©(xQx5)©(x2x6)©(x3a)& 

y3 = X0©(xlxz)©(x0x3)©(x2x4)©x5©(x0x6)©(xlx6)®(x4x7)®(x0x8)©(xlx8)©(x7x8); 

y4 = (tfxl)®(xlx3)©x4©(xDx5)®tx3x6)©(xDx7)©(x6x7)©(xlx8)©(x23!B)©(x3x8); 

y5 = xZ©*xlx4)©(x4x5)©(x0x6)©(xlx6)©^ 

y6 = x0©(x2x3)©(xl5S)©(x2x5)©(x4x5)©(x32d^ 

yl = (ri)xl)©(x0x2)©(xlx2)©x3©(x0x3)©(x2^^ 

y8 = (xDxl)©xK&(xlxZ)©(x3x4)©(xlx5)©(xZx5)©(xlx6)©(x4x6)©x7©(x2x8)©(x3x8)J 




6] 

z]ol7} 2n9l tilS <i-g- ^ol7> n°J *fll ^ ^2^StilS tfS &W^> 

*H 2n°J *fl2<^ tils ^o] n *l *fl3 £ ^|4^«.«lm . #7l *fll 



37-26 



1020020061179 M ^*> : 2002/11/11 

^StilS ^7} 44*] S«ls <g z^-g. 2^:^151 <£iL5|- ^V°fl ^^fl ^°l7> 2n^l 

<£Jl5}- wis <ls QS-fH- 5a°W. 

^ ^ #*fl ^^-l: ^*fl -S-t 2 -^^ ^l^ssl- SH.(K0i,i, K0i, 2 , K0i >3 , KIi,!, 

KIi,2, KI 1>3 H £}*B <y-JL2)-^-JLS*l *}°)7} n°l 4l^S.S\- tije #3^ ^ ^ 

^-71 afll^SH^ #^13^ £°l7> n<?l ^11°^^- WIS ^ ^-71 *ll3^S 

ale <£3± uflEl-^ fet^ <£^}<*| *Hl<£^ w lS ^ afll^KM- 

3j.^oj| #^sq^ ^ol7> n<y ^12^21- wis <g^- >^7l *fl4^StilS afl^ 

feeltJ" <a^H *fl2<3^ <£J:3)- win <g^- #B^Kr 

s&7] ^S <I-4 ^>7l 4^ *1<S &^§: -^-71 *ll2<3# 

«1S ^-i- SJ^sH ^"71 2^:^151 <£Jl5]- ^} ^ ^ wj*fl °J-^sl-l- ^*fl -2-^3 ^ ^ 
^112^^ SS.(K0 2> i, K0 2)2 . K0 2>3 , KI 2 ,i. KI 2;2 , KI 2>3 H1 ^ #JL5^o.S*l ^ 
*13*IH ^°17> n<?l ^^JlS)- «1S 14 ^H^JlsI- tilS #^*Hr ^12^" 

jLSHfl- SL^^r ^<L£- *\t= 

7] 

^16^1 5U<^, ^-71 ^u^sPHr, 

#7) ^lH^-tilS 1^ ^-7} ^ll^-ssl- 3 = # KOi,!^ «M3 ^el ^- <£^Hr 

HflB |.^ ^£l ^- <3^*}<2}-, ^-71 fee] ^ <£^H1 ^ #^ tilS ^ #7} m 
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^ KI ^*fl <a-JL3^Rr QS-^Qr, #?1 ^SsPfS 

JfE^ #<3-g- #7l <>}-jL3H 4^ *H a] ^3.0] #7l *H2AitLtilS <g-4 «M 

3 fee] f& <£#*H XU#:£» #^*Rr «M3 fe3 ^ 7>*lfe ^llr^-4, 

#7l X^SwlS <g-§- ^-71 XU<£Jls)- S= ^ K0i, 2 ^ ^3 ^ 'S^Kr 

H]}^ tl" ^^V^, #7l fe3 ^ «34H) ^ M ti ls 1^ # 7 1 *fli# 

3^1 #^-1- #71 XI KdJis}- tiflEH feel ^ <3#*H #71 XU<?!# <y-JLs}- «1S <g-§- 

^"71 ^l#Sl- #71 X| 1^^- 3E ^ KOi.3^ ti M3 feSl ^- <3#*V^ 

<£#x}2\-, #7l yflEH ^ ^ ^#ofl 4^ M «1S ^ #71 XU^J:^ 3. 
= ^ KI 1>3 ^1 £1*11 ^JisH^r Xl3Ai« ^JisHfsl-, #71 m*\& <&s.n i t-£- J f-z-] ^ # 
^ o. oj-^^i cq-s. ^el Ai^nv^oi ^-71 XU<3# <y-JLS|- «1S «M 

21 fesl ^ <a#^ #7l X12<£# QS.^ His "I* #3*Kr fesl ^- ^#^1-1- 

7>^m ^1 31:^-^- t}^ #71 #*1. 

8] 

X16#<H1 &<H*i, #71 X^SsHf^r, 

#71 *lll<3# ^JlS* HIS <l^r #7l ^I2ti^ ^ K0 2i i4 «M3 

o^yfe HflB).^ ^ei ^ ^A>7>$1-, ^-71 aflEH feel ^- <a#<Hl ^ #^ «1S 1^ 

#71 X^^SLSl- ^ KI 2> l°fl ^*fl ^Jl^^ XH^S ^JlS^S}-, #71 XU^-SSl- 
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^fs^-^ ^-71 »12^ ^4 y M3 fe3 ^- <£^H 2fl2^1JL-i- 

o^a>^ BflE^ fee) ^- <g^>sq-, ^-71 «M3 ^3 ^ <£^H itj-^- tils <g-g- 

-^j^jfE^ #^ -^-71 ^JlseHI 4€- ^^#^1 *1<££ #71 ^^Jl^ tifl 

^ <g^H ^13^^ a]E ^ #^*Kr «M^1 fesl ^ <a^>7># 7}*m 

^15^^-4, 

^ O^T^, ^-71 tiflBf^ fe^ ^- <£^ofl #3 tilE ^ ^7} 7112^31^- 3. 

3= ^ KI 2 , 3 °fl 2\n #5.^}^ *ll6*m <#;£SHf4, #7} QS-^S.^^ # 

s$ 7 ] ?]}3°J3L$. ti]H <^s£\- tiflEH fee] ^- <?1^>^ -^71 ^4^2^ W]E <g-i- # 
^§>fe yfle^ feel ^ <g^>7>l- 7>^fe ^61-^-* X^&f-i- ^O-S ^1-tt #71 . 

9] 

^18%M1 5£<>1^, *fll ^U*l ^I6^i ^-s^l- *ll 1 Tfl 2 

-y-JlSl-^^S. 01^7]^, ^-71 *fl 1 -a-l^^l^^ ^7l ^1 2 ^Sj-^^V 

^xV^V c^tL^t^c.] a1Jl<H1 ^ *fl ^Hl 31*1 

^%°-3. <5>fe ^"71 
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[^T 1 * 10] 

<g-g- ^^0.5. «H ^o] 7 > 9^1 til E ^olf Zjo] 7}- 7a]EO] ti] E <g S 

7] ^ol7> 9ti]Eo] y]E <g-j- ^>7l <^r*}-^ 7>«Hl ^-g-f-^-S.^ ^ ^> 9«1 eo] 

«1S 11: ^"71 ^ol7> 7«]eo] h]e <g-|- 5>7l 8>°\] *\-%-^SL3.*\ 

z] o] y} 7tilE.ol cy-^sj- w]e <g,g- t^Kr 7 A^> ^o]£ i^thi: ^iLS 



yO = (x0x2)©x3©(xZx5)©(x5x6)©(x0x7^ 

yl = xl©(x0xl)©(xZx3)©(x0x4)©(xlx4)©(x^ 

y2 = Xl©(x0x3)©(x3ri)l$(x0x5)©^ 

y3 = xO©(xlx2)©(xOx3)©(xM)©x5©(xOx6)©(xta^^ 

y4 = (:d)xl)©(xlx3)©x4©(x0x5)©(x3x6)©^ 

y5 = xZ©(xlx4)©(x4xo)©(x0x6)©(xlx6)©(x3^^ 

y6 = X0©(x2x3)©(xlx5)©(x2x5)©(x4x5)©(x326)©(x4^ 

y7 = (2d)xl)g<x0x2)©(xlx2)©x3©(x0x3)©(x2x3)&^^ 

y8 = (^xl)©xZ©(xlxZ)©(x3x4)©Cxlx5)©(xZx5)©(xlx6)©(x4x6)©x7©(x2x8)©(x3x8); 

[^r«M 7] 



y^=xO ®(xDx3) etxZx3)@fel x2x4)6faBx3x*) 8Cxl x5)@sdlxZx5) ©xOsfi) ©sDxl xB)®txM) ©rfxB) © 1 

[^r^ 8] 
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